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INTRODUCTION

Only a minority of companies have a written
domain portfolio governance policy. In these
organizations, employees, managers, and vendors
all know the who, what, when, and how of domain name
management. They’re in a better position to secure, promote, and
protect their brands online in a disciplined and accountable way.
Using CSC'’s seven-step process, you can join the growing ranks of
organizations that are in full control of their domains.
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Why do you need a domain portfolio governance policy?

If you have one, the right people are equipped to make the best
decisions for your organization. This means you can take advantage
of digital opportunities like new brand or top-level domain (TLD)
launches while cutting administrative costs and reducing the risk of
fraud and cyber crime.
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ESTABLISH YOUR
POLICY'S GOALS
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SET OUT THE
DAY-TO-DAY MECHANICS

To save money and avoid risk, pay attention to daily details.

For example, we recommend a policy that requires strategic
registration of domain names in conjunction with any public filing
or expression of intent to apply for a name or brand. This can
prevent the problem of domains being registered by third parties.
Third parties monitor the space to monetize these opportunities by
registering domains that are being searched for or trademarks that
are being applied for.
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@ SET OUT THE DAY-TO-DAY MECHANICS
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CREATE STANDARDS

Standards make your domain portfolio governance policy
sustainable and scalable. Start by defining WHOIS templates
for all domain names owned by the company and its various
business units. This will reduce the risk of the domain being
hijacked and allow you to remove single points of failure
within the organization. By creating and publicizing a generic
contact email for requests or for notices from your registrar,
registries, domain resolution policy agencies, and other
vendors, you can create a stronger communications chain
and better support within the organization for all your digital
assets. A centralized enterprise-level management of your
domains, DNS, and digital certificates will help you handle
digital asset issues consistently and securely.

Ensure you have the right security standards in place,
including policies like Sender Policy Framework and
DomainKeys Identified Mail, Certificate Authority
Authorization, and DNSSEC. For your vital domains,
consider using additional layers of security like CSC’s
MultiLock, IP validation, and additional account restrictions.
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