
Cyber Security Toolkit 
Defending against phishing, securing company assets, and creating robust passwords 
 



Phishing 
A major threat to businesses everywhere 



What is phishing? 

“Phishing is a criminal mechanism employing 
both social engineering and technical subterfuge 
to steal customers’ personal identity data and 
financial account credentials.” 

 

• The total number of phishing attacks in 2016 
was 1,220,523, a 65% increase over 2015. 

 

• There’s an average of 190,000 new malware 
samples found every day. 

 

Presenter
Presentation Notes
According to the Anti-Phishing Working Group (APWG), “phishing is a criminal mechanism employing both social engineering and technical subterfuge to steal customers’ personal identity data and financial account credentials.” Cyber criminals phish for fraudulent purposes only, through various channels including email, phone, and social media. Phishing schemes are designed to infiltrate organizations and steal information for political or financial gain.
 
In February 2016, Snapchat’s payroll information was compromised by an email phishing attack from cyber criminals posing as the company’s CEO. An employee fell for the ploy, compromising the identity of all employees. Snapchat offered those affected two years of identity monitoring and said they’d step up their training. [http://money.cnn.com/2016/02/29/technology/snapchat-phishing-scam/] 
 
Also in the Q4 2016 Phishing Activity Trends Report from APWG, the total number of phishing attacks in 2016 was 1,220,523, a 65% increase over 2015. About 300 brands are targeted each month by phishing, and hijacked. An average of 190,000 new malware samples are found every day1 . 

 1http://docs.apwg.org/reports/apwg_trends_report_q4_2016.pdf




Phishing website: Which is fake? 

Image source: http://www.theage.com.au/business/consumer-affairs/phishing-emails-and-other-online-scams-on-the-rise-as-australians-lose-millions-of-dollars-20161115-gspnar.html 
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Fake website: Left

http://www.theage.com.au/business/consumer-affairs/phishing-emails-and-other-online-scams-on-the-rise-as-australians-lose-millions-of-dollars-20161115-gspnar.html


Impact: The cost of a breach 

48% of all breaches have been caused by 
malicious or criminal attacks. 

 

Phishing emails caused at least $3.1 billion in 
total losses around the world between 2013 and 
2015. 
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Presentation Notes
In 2016, 48% of all breaches were caused by malicious or criminal attacks (versus human error). The most common types of malicious or criminal attacks include malware infections, criminal insiders, phishing and social engineering, and structured query language injection.
 
According to Ponemon Institute research, the average total cost of a data breach for the 383 companies surveyed increased from $3.79 to $4 million. And the biggest financial consequence to organizations that experienced a data breach was lost business, which also amounted to lost revenue2 .
 
 
Between 2013 and 2015, business email compromise schemes (also known as phishing)—attacking using socially engineered emails and malware—caused at least $3.1 billion in total losses to over 22,000 enterprises around the world, according to the latest figures from the U.S. Federal Bureau of Investigation3 . 

 2 2016 Cost of Data Breach Study: Global Analysis by Ponemon Institute & IBM http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03094WWEN
 3 http://www.trendmicro.com.sg/vinfo/sg/security/news/cybercrime-and-digital-threats/billion-dollar-scams-the-numbers-behind-business-email-compromise and https://www.ic3.gov/media/2016/160614.aspx



How they work 

• Cyber criminals use graphics, proper 
grammar, and key phrases that are similar to 
the spoofed brand.  

• The messages they send evoke fear and urge 
immediate response. 

• Cyber criminals spoof an authority figure to 
be more convincing. 

 

Phishing attacks are more sophisticated, more 
pervasive, and more convincing than we think. 
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Cyber crime is on the rise and the forms of attacks are changing. Phishing attacks are becoming more sophisticated, more pervasive, and more convincing. It’s become rare to see a mistyped and poorly worded phishing attempt anymore; gone are the days of a note from “Sistem Admin.” Modern-day hackers do their homework—studying the plethora of marketing hitting people’s emails—and now use graphics, proper grammar, and key phrases that are so similar to those of the brand they are spoofing that consumers and employees believe the emails are legitimate. These dangerous emails use fear, prompting the reader to respond to an urgent situation immediately4 . 
 
The more urgent the message, the more successful. The best phishing emails instantly evoke fear and urge response, playing on human nature to—ironically—try to quickly avoid a dangerous situation. These emails work best on the uninformed who click before they think5 . 
 
Cornell University research on social engineering in phishing emails found that spoofing of an authority figure was the most convincing, meaning recipients had a hard time distinguishing safe versus malicious emails if it appeared to come from a person in authority. Overall, recipients had a hard time deciphering legitimate emails from spear-phishing emails6 . 

 4http://www.computerweekly.com/opinion/Security-Think-Tank-Four-key-elements-to-defending-against-phishing-attacks
 5http://www.computerweekly.com/opinion/Security-Think-Tank-Three-pronged-approach-to-phishing-prevention
 6https://arxiv.org/abs/1606.00887




Example of an urgent email from an authority figure 

Image source: http://www.mailguard.com.au/blog/whaling-ceo-fraud-business-email-compromise-targeted-spear-phishing-attacks-continue-to-trouble-businesses 

 

http://www.mailguard.com.au/blog/whaling-ceo-fraud-business-email-compromise-targeted-spear-phishing-attacks-continue-to-trouble-businesses


Types of phishing: Email phishing  

The biggest threat to companies right now is 
phishing, including spear phishing and CEO email 
fraud, which are email phishing attempts using a 
specific individual’s or company’s likeness. 

 

• 30% of phishing emails are opened, and 12% 
of targets go on to click the link or attachment.  

 

• 97% of people globally can’t correctly identify 
a sophisticated phishing email. 
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The biggest threat to companies right now is phishing, including spear phishing and CEO email fraud, which are email phishing attempts using a specific individual’s or company’s likeness. Phishing was traditionally a problem for the banking and finance industries, but now it’s a growing threat in other sectors like retail, media, and government.
 	Email fraud has a 45% conversion rate  (Google®)6—meaning the reader did what the email asked of them, and turned over information.
 
Phishing emails have been around for a while. Their longevity is due to the fact that fabricated emails are becoming more sophisticated all the time, and more convincing to the victims they’re targeting. 
 	30% of phishing emails are opened, and 12% of targets go on to click the link or attachment7 . 
 
Spear phishing is particularly effective because consumers think the email is coming from someone they know and trust. Cornell University research proves the use of an authority figure makes the email seem safe, prompting the reader to do what the email asks8 .
 	97% of people globally can’t correctly identify a sophisticated phishing email (Intel)9 .

 6 https://blog.returnpath.com/13-email-fraud-stats-every-security-professional-should-know/
 7http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/ 
 8https://arxiv.org/abs/1606.00887
 9 http://newsroom.mcafee.com/press-release/97-people-globally-unable-correctly-identify-phishing-emails
 



Types of phishing: Email phishing  

Furthermore: 

• Cyber criminals evolve their phishing email 
tactics to bypass spam filters. 

• The availability of information on social media 
makes the research easy when creating a 
convincing phishing email. 

• In an age when everyone is plugged in all the 
time on their smartphones, emails are 
accessed regularly, meaning phishing emails 
are read sooner, opening up another door of 
vulnerability for cyber criminals to get in—
especially if an employee thinks they are 
receiving an urgent email from their CEO at 9 
at night. 
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Cyber criminals evolve their phishing email tactics to bypass spam filters whose blacklist updates tend to lag. The availability of information on social media makes the research component minimal when creating a convincing spear phish, making it possible for phishing emails. And since we are living in the age of everyone being plugged in all the time on their smartphones, emails are accessed regularly, meaning phishing emails are read sooner, opening up another door of vulnerability for cyber criminals to get in—especially if an employee thinks they are receiving an urgent email from their CEO at 9 at night10 . 

 10http://www.isaca.org/Journal/archives/2013/Volume-3/Pages/JOnline-Phishing-Should-Not-be-Treated-the-Same-as-Common-Spam.aspx




Anatomy of a phishing email 

 

 

 

 

97% of people globally can’t correctly 
identify a sophisticated phishing email 

Proprietary and Confidential 10 



Top five email lures that get 
recipients to click 

Verbatim from Proofpoint—a next-generation 
cyber security company 

 

1. “Please see your invoice attached” 

2. “Click here to open your scanned document” 

3. “Your package has shipped” 

4. “I want to place an order for the attached list” 

5. “Please verify this transaction”  
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Top five list of email lures that get recipients to click
Verbatim from Proofpoint11 —a next-generation cyber security company
 
“Please see your invoice attached”: “Money” lures are the most popular with phishing attackers by a long shot. They account for almost half of all observed phishing campaigns.
“Click here to open your scanned document”: These have an inherent urgency, coupled with a historic association of fax with phone lines and audio, which aren't naturally associated with malware.
“Your package has shipped”: Your shipping receipt is attached: While some of these employ stolen branding from major shipping and delivery vendors in order to create a more realistic and convincing email, others purport to be directly from the vendor instead of the delivery service.
“I want to place an order for the attached list”: Similar in style and technique to invoices and order confirmations, “business transaction” email lures are different in that they claim to relate to potential future business.
“Please verify this transaction”: These typically appear to be from a bank or other financial institution and lure the user with the news of an electronic or online payment intended for the recipient once they’ve verified or corrected the account information in the attached document.

 11http://www.scmagazine.com/top-five-email-phishing-attack-lures-revealed-and-how-to-prevent-them/article/546809/




Email: Dos and Don’ts 

• Be cautious with all attachments no matter who they are from. Especially those in suspicious 
formats like .zip, .exe. 

 

• Mouse over links (without clicking) to verify they lead to the correct website URLs. Make sure it’s the 
website you intend to visit; this where you can see if the landing page for the link is really the brand 
you want to navigate to, or a spoof of that brand (which will include a bunch of unidentifiable words, 
letters, and characters). When in doubt, don’t click. 

 

• When clicking “reply” to emails, always verify the email addresses of your recipients. You can also 
manually type them in, or insert them from an address book for the same reasons you want to check 
a website’s URL. 

Presenter
Presentation Notes
The dos and don’ts to avoid a phishing scam
Remember in the beginning of this presentation, we told you that “in 2016, 48% of all breaches have been caused by malicious or criminal attacks (versus human error).” That means a whopping 52%—over half—of the incidences of data breaches are caused by human error. You don’t want it to be YOU who causes a data breach at your company.




Email: Dos and Don’ts 

• Use spam filters and updated protections. Updated anti-virus, anti-phishing, and email fraud 
protection solutions are basic forms of protection for you. Make sure these protections are updated 
regularly. 

 

• When visiting websites, look for the green bar and the S at the end of HTTP. This is to check the site’s 
secure sockets layer certificates—the sign of a secure login for pages and forms where you may be 
inputting personally identifiable information. 



Email: Dos and Don’ts 

• If you don’t recognize the sender, be cautious with links and attachments. Even if you do know the 
sender, BE CAUTIOUS. Verify the contents of the email with a phone call to the person, or contact the 
company directly—especially if anything seems suspicious. 

 

• Never respond to emails requesting personal identification or access information, especially if the 
request sounds urgent. Even if this request is from your CEO or CFO. Even if you are someone with 
whom the c-suite communicates with regularly. There is no harm in checking with that person first 
by phone or in person. 



Email: Dos and Don’ts 

• Do not click on popup windows that may redirect you to a fraudulent site or download malware. 

 

• Be cautious of Live Chat windows, too, especially if they are asking for personal credentials. 



Types of phishing: Telephone 

Also known as voice phishing, or “vishing,” a phone call 
can be used to solicit personal information.  
 

Caller ID can be spoofed and complex automated 
phone systems are used to make people believe the call 
is from your bank—about your credit card or banking 
activity—and it’s an emergency!!! 
 

Text messages (SMS phishing, or “smishing,”) that 
usually contains an immediate call-to-action like a link 
to click or a number to call to “confirm” your personal 
information may also be used. If you click or call, 
malware that steals passwords could be installed on 
your phone.  

Presenter
Presentation Notes
Also known as voice phishing, or “vishing,” a phone call can be used to solicit personal information. Caller ID can be spoofed and complex automated phone systems are used to make people believe the call is from your bank—about your credit card or banking activity—and it’s an emergency!!!
 
These vishing calls can come from any number anywhere around the world, and sometimes even appear as “0” calling you. Cyber criminals use vishing to trick users into giving away account numbers and personal details like credit card CVV numbers, PIN numbers, and birth dates12 .
 
Example: A popular vishing scam in 2015 was the spoof of Microsoft tech support offering to fix your PC. These unsolicited calls ask for remote access to your desktop or PC—and they walk you through the steps to installing their malware on your computer, giving them access to anything saved on your device, including private information. It all starts with “Your computer is infected and I’m calling to walk you through how to fix it.” [http://www.pcadvisor.co.uk/how-to/security/microsoft-phone-scam-dont-be-victim-tech-support-call-3378798/.] 
 
A variant is SMS phishing, or “smishing,”—a text message that usually contains an immediate call-to-action like a link to click or a number to call to “confirm” your personal information. If you click or call, malware that steals passwords could be installed on your phone. 
 
There aren’t many mainstream mechanisms to weed out spam text messages, and misspellings could be interpreted as abbreviations in modern texting, so this is a scam to be especially cautious of13 .

 12http://www.elitepersonalfinance.com/vishing/ 
 13https://www.rsa.com/content/dam/rsa/PDF/h11933-wp-phishing-vishing-smishing.pdf




Telephone: Dos and Don’ts 

• Always verify the identity of the caller. If you answer, ask for a call-back number and their phone 
extension, or request a piece of information they should have on file for you. 

 

• Research the Internet for reports from the same number. Unfamiliar caller ID formats or country 
codes may indicate a voice-over IP call or text message from automated systems.  

 

• Look up the organization’s customer service number. Rather than call the number given in the phone 
call or the text message, confirm the correct number by looking at your credit card, bank statement, 
or as a last resort, online. 

 



Telephone: Dos and Don’ts 

• Never respond to smishing messages. And never click on links, especially shortened ones that do not 
reveal their destination. 

 

• Never reveal your personal banking details. Keep your PIN and CVV numbers private; the banks will 
never request such information because it’s already on file for your account. 



Types of phishing: Social media 

Social media has few security controls, making it 
easy—and free—for cyber criminals to set up 
fraudulent accounts imitating real companies 
complete with authentic-looking logos, content, 
offers, etc. The criminals also sometimes pretend 
to be an employee of this imitated company, with 
a linked account to the actual company, to gain 
the user’s trust in a social environment. 

 

• 1 in 5 phishing attempts are now made 
through social media. 

• A social media tweet for help to 
@customerservice can easily be intercepted by 
a response from @customer-service. 

Presenter
Presentation Notes
1 in 5 phishing attempts are now made through social media14 .
 14http://www.scmagazineuk.com/social-media-is-more-than-just-a-phishing-risk/article/460548/

A single post can reach thousands of corporate employees and customers. Online personal profiles sometimes include a name, birth date, location, workplace, relationship status, telephone number(s), and email address. Mutual connections with colleagues and customers help criminals map out lists of contacts with personal details to social engineer well-crafted lures, making users think they are responding to an official representative.
 
Example: A social media tweet for help to @customerservice can easily be intercepted by a response from @customer-service with the logo of the company you are trying to contact, but a link that leads to a phishing website that steals your credentials, or downloads malware to your system. The dash in the customer service handle is a subtle change, one cyber criminals are hoping you don’t notice. But in this modern era of rampant cyber crime, you must be vigilant or you could end up entering personal details that compromise your personal or financial security.




Social media: Dos and Don’ts 

• Be mindful of social media comments and responses to your inquiries. They may come from 
fraudulent accounts. Instead, use official channels to reach out to a company. 

 

• Be careful of websites and applications to which you link social profiles. 
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References
15https://blog.kaspersky.com/1-in-5-phishing-attacks-targets-facebook/5180/
16https://go.proofpoint.com/NexgateGuideToSocialMediaSecurity.html/ 
17https://go.proofpoint.com/rs/309-RHV-619/images/Proofpoint-Guide-to-Social-Media-Security-Whitepaper.pdf
18http://phishme.com/project/phishing-and-social-media/



Social media: Dos and Don’ts 

• Don’t simply add unverified contacts to social media accounts, even if they claim to be from your 
company. And be wary of adding strangers, like recruiters, until you do your homework on them. 

 

• Don’t click on links from untrusted sources. Many social channels use shortened links that mask the 
real URL; the link could be spam or malware.  

 

• Don’t respond to suspicious email or messages. Even if it comes from friends, if it seems suspicious 
or out of character, their account most likely has been hacked. Inform them immediately by other 
means. 

 

• Never share confidential and financial information. Even if conversations feel private, don’t share 
confidential information on social media, not even photos that may include account statements or 
bills. 
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15https://blog.kaspersky.com/1-in-5-phishing-attacks-targets-facebook/5180/
16https://go.proofpoint.com/NexgateGuideToSocialMediaSecurity.html/ 
17https://go.proofpoint.com/rs/309-RHV-619/images/Proofpoint-Guide-to-Social-Media-Security-Whitepaper.pdf
18http://phishme.com/project/phishing-and-social-media/




Securing 
Company Assets 
Reducing inherent risks 



A mobile workforce 

• Nearly ¾ of the total U.S. workforce is expected 
to be mobile by the year 2020. 

• 12.1 billion mobile devices are expected to be 
in use by 2018. 

• Gartner predicts that by the end of 2017, over 
half of the globe’s employers will require 
employees to “bring your own device” (BYOD).  

• The most popular apps downloaded on 
employee devices are email, calendar, and 
contact management (84%), followed by 
document and editing apps (45%), then 
intranet (43%). 

 

Presenter
Presentation Notes
We operate in a more mobile workforce, and there seems to be no such thing as closing down shop for anything—extreme weather and power outages included! As long as people are connected wirelessly with a full battery, they can make business happen. 
 
Nearly ¾ of the total U.S. workforce is expected to be mobile by the year 2020, and that includes remote, flexible, and co-locating workplace options1.
Smart devices are increasingly more affordable, and 12.1 billion mobile devices are expected to be in use by 20182. 
More companies are adopting BYOD programs—that’s “bring your own device”—to increase employee satisfaction and productivity. It’s predicted that by 2017, over half of the globe’s employers will require BYOD3.
If there’s any indication that employees are working remotely more now than ever, the most popular apps downloaded on employee devices are email, calendar, and contact management (84%), followed by document and editing apps (45%),  then intranet (43%)2.

1 http://www.businesswire.com/news/home/20150623005073/en/IDC-Forecasts-U.S.-Mobile-Worker-Population-Surpass
2 http://www.crowdresearchpartners.com/wp-content/uploads/2016/03/BYOD-and-Mobile-Security-Report-2016.pdf
3 http://www.gartner.com/newsroom/id/2466615




Inherent security risks 

With constant connection comes inherent risks: 

• 1 in 5 organizations in an information security 
survey suffered a breach of security due to 
employee mobile devices primarily connecting to 
malware downloads and malicious WiFi2.  

• 39% of surveyed organizations reported that BYOD 
or corporate-owned devices have downloaded 
malware at some point in the past2. 

• The average employee has more than 2 devices on 
them at all times, and few still use the Ethernet to 
connect, making WiFi a must3. 

• A high percentage of WiFi hotspots are using 
outdated security or no security4. 
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Presentation Notes
In a sampling of major cities across the world, it was revealed that a high percentage of Wi-Fi hotspots are using outdated security or no security4.
Overall, open Wi-Fi networks are characteristically unsecure. There is nothing to stop cyber criminals from spying on a network’s traffic, or from tricking users into visiting spoofed websites used to steal credentials and intellectual property.

References
2http://www.crowdresearchpartners.com/wp-content/uploads/2016/03/BYOD-and-Mobile-Security-Report-2016.pdf
3http://blog.cebit.com.au/are-you-safe-wifi-security-for-business
4https://nakedsecurity.sophos.com/2015/03/27/how-secure-is-your-wi-fi-3-things-small-businesses-need-to-know/



Mobile: Dos and Don’ts 

• Visit secured sites—check for the HTTPS in the URL, a green URL, and encryption lock—and 
minimize making financial transactions on public networks. 

 

• Use a virtual private network to encrypt your online traffic, especially when connecting to a 
company network. 

 

• Secure your device with strong passwords. 

 

• Enable two-factor authentication for added security. 



Mobile: Dos and Don’ts 

• Keep software up-to-date with security patches, anti-virus protection, spam blockers, and spyware 
detection. 

 

• Be mindful of phishing scams and malware links when checking email. 

 

• When pairing your Bluetooth® unit to your phone or laptop, ensure that you are not in a public area 
where your personal identification number (or PIN) can be compromised, and switch the Bluetooth 
device to use the hidden (non-discoverable) mode. 



Mobile: Dos and Don’ts 

• Don’t connect to unsecured open WiFi hotspots (check for password-protection as one indicator of 
encryption being enabled). 

 

• Don’t download programs or applications that you do not trust. 

 



Password Security 
The last line of defense 



The importance of password 
security 

A good password is free and an easy way to 
protect yourself from data breaches.  

 

• 80% of analyzed data breaches are 
confirmed to be for financial gain 

 

• 63% of breaches involved default, weak, or 
stolen passwords. 
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http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/



Compromised passwords 

Passwords can be thought of as the last line of 
defense before a cyber criminal gets their hands 
on your data. Passwords can be compromised by: 

 

• Fraudsters phishing for an individual’s details, 
like username and password credentials, 
online banking information, and more. 

• Brute-force attack by hackers who 
systematically compute all possible 
passphrases and patterns. 

• A data breach on a company or website that 
has been hacked, resulting in millions of 
compromised accounts. 
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https://www.cnet.com/how-to/the-guide-to-password-security-and-why-you-should-care/



Common failings in passwords 

Before and after a data breach, a complex password is 
the most secure.  

Make it something you can remember, but with a twist 
that a cyber criminal wouldn’t be able to figure out—
so that means you shouldn’t use your dog’s name! 
Here’s some common password failings you should 
avoid: 

• The top 3 most popular passwords are Password1, 
Welcome1, and P@ssword. 

• The most common keywords used in passwords 
include baby, pet, and city names. 

• Close to 30% of the top 10 character sequences are 
in this format: Uppercase letter (U) followed by a 
series of lowercase letters (l) appended by numbers 
(#) at the end such as Ulllll##, for example Hello11. 
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http://www2.trustwave.com/rs/815-RFM-693/images/2015_TrustwaveGlobalSecurityReport.pdf




Password: Dos and Don’ts 

• Complexity is important but password length is the key. Using long passwords (at least 10-
characters) makes it harder for cyber criminals to decode them. 

 

• 8-character passwords are cracked within 1 day using brute-force techniques; 10-character 
passwords require about 591 days—close to 600 times more effort! Use collections of words that 
form a phrase or sentence you can remember, but is random to anyone else, such as TW2gsi2QT&bd 
= quote by Walt Disney “The way to get started is to quit talking and begin doing.” Always use a 
master password and a password manager.  

 

• Beyond secure passwords, two-factor authentication can help restrict compromises. Attackers will 
move on to an easier target instead of spending effort to compromise both modes of authentication. 
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http://www2.trustwave.com/rs/815-RFM-693/images/2015_TrustwaveGlobalSecurityReport.pdf
https://krebsonsecurity.com/password-dos-and-donts/
https://www.wired.com/2016/05/password-tips-experts/




Password: Dos and Don’ts 

• Avoid using predictable patterns like Ulllll##, or adjacent keys like “qwerty” and “asdf.” 

 

• Don’t use dictionary words in your password, or family members’ and pets’ names, addresses, or 
confidential details like identification numbers, birth dates, social security numbers, or phone 
numbers. 

 

• Don’t use the same password for multiple sites. A data breach on any account would render even the 
most complex password useless if it was re-used on multiple accounts. Never use the password for 
your email account at any online site. 

 

• Don’t store your passwords in plain text on any computer. 
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Thank You! Thank You! 
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